
Understanding and managing 
bias in the data science 

lifecycle



Learning Objectives

● Understand and recognize the steps of the data science life 
cycle

● Be mindful of bias and ethical considerations throughout the 
cycle

● Know some of the most common options for putting an ML 
model into production



Ethics in Data Science

● From analysis of 115 
university technology ethics 
courses

● Wide variation in topic 
coverage, but consensus 
on:
○ Ability to critique;
○ Spot issues; and
○ Improve 

communication
Ref: Casey Fiesler, Natalie Garrett, and Nathan Beard. 2020. What Do We 
Teach When We Teach Tech Ethics? A Syllabi Analysis. 
https://doi.org/10.1145/3328778.3366825 

https://doi.org/10.1145/3328778.3366825


Ethics in Data Science

Huge list of purposefully unethical application of AI:

● Disinformation
● Surveillance/privacy
● Autonomous weapons

(Activity: Add another unethical AI case study to EtherPad, if you can think of 
another example)

But we will be focusing on spotting unintentional biased or unethical practices that 
arise in the Machine Learning process.



Data Science Life Cycle

Refs:   
Keller, S. A., Shipp, S. S., Schroeder, A. D., & 
Korkmaz, G. (2020). Doing Data Science: A 
Framework and Case Study. Harvard Data 
Science Review, 2(1). 
https://doi.org/10.1162/99608f92.2d83f7f5 
Academic Data Science Alliance Ethics Special 
Interest Group. Data Science Ethos Lifecycle

https://doi.org/10.1162/99608f92.2d83f7f5


Data Science Life Cycle

Refs:   
Keller, S. A., Shipp, S. S., Schroeder, A. D., & 
Korkmaz, G. (2020). Doing Data Science: A 
Framework and Case Study. Harvard Data 
Science Review, 2(1). 
https://doi.org/10.1162/99608f92.2d83f7f5 
Academic Data Science Alliance Ethics Special 
Interest Group. Data Science Ethos Lifecycle

https://doi.org/10.1162/99608f92.2d83f7f5


Data Science Life Cycle

Refs:   
Keller, S. A., Shipp, S. S., Schroeder, A. D., & 
Korkmaz, G. (2020). Doing Data Science: A 
Framework and Case Study. Harvard Data 
Science Review, 2(1). 
https://doi.org/10.1162/99608f92.2d83f7f5 
Academic Data Science Alliance Ethics Special 
Interest Group. Data Science Ethos Lifecycle

https://doi.org/10.1162/99608f92.2d83f7f5


Bias and ethics should be considered at 
every step of the cycle



GLAM as field(s) that ML can learn from

Eun Seo Jo and Timnit Gebru. 2020. Lessons from archives: strategies for collecting 
sociocultural data in machine learning. In Proceedings of the 2020 Conference on 
Fairness, Accountability, and Transparency (FAT* '20). Association for Computing 
Machinery, New York, NY, USA, 306–316. 
DOI:https://doi.org/10.1145/3351095.3372829 

https://doi.org/10.1145/3351095.3372829


Life cycle: Problem Identification

The life cycle of a data science project starts with the 
definition of a problem or issue. Once the scope of the 
problem is defined, this is when it is important to set goals 
and confirm them with the project team.

Questions to ask:
● What assumptions do you bring to the problem?
● Does the project plan incorporate regular checks, discussion, and documentation about the 

ethical dimensions of the project?
● What will the scope of this project be, and what are potential off-shoots to table for later?



Data Science Team

You will need the right mix of people and skills to successfully apply machine 
learning in a GLAM setting:

● Domain expertise: it is important that people with intimate knowledge of the 
collections or ‘business’ need to be addressed are involved in the 
development of machine learning approaches.

● Project management: to keep track of progress
● IT: if you are going to work with existing infrastructure you might need support 

from IT for things like the storage of data
● Communication skills: to communicate the goals of the project internally and 

potentially to external audiences



Data Discovery

Search for and identify potential data sources that fit the 
problem boundaries.

If existing datasets don't exist -- make them!

Gebru, T., Morgenstern, J., Vecchione, B., Vaughan, J. W., 
Wallach, H., Daumé III, H., & Crawford, K. (2018). 
Datasheets for datasets. arXiv preprint arXiv:1803.09010.

Questions to ask:
● What restrictions are there on access to the data?
● Who collected the data or did the annotations? For what 

purposes?
● Do the data include disproportionate coverage for different 

communities under study?
● Do data have adequate geographic coverage?



Data Wrangling

Questions to ask:
● What is the quality of the data?
● If data fields are empty or missing, why? 
● Are "corrections" of misspellings or standardizations documented?

Data that you pull from available data sources are almost 
never in a format that you can plug directly into a machine 
learning model or visualization tool. You will likely need to do a 
lot of data "cleaning" and re-formatting.



Data Wrangling

Figure originally created by Eric Wang, turnitin.com
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Modeling and Analyses

Here is where the model-building discussed in 
previous lessons happens.

Margaret Mitchell, Simone Wu, Andrew Zaldivar, Parker Barnes, Lucy 
Vasserman, Ben Hutchinson, Elena Spitzer, Inioluwa Deborah Raji, and 
Timnit Gebru. 2019. Model Cards for Model Reporting. In Proceedings of 
the Conference on Fairness, Accountability, and Transparency (FAT* 
'19). Association for Computing Machinery, New York, NY, USA, 
220–229. DOI:https://doi.org/10.1145/3287560.3287596 

Questions to ask:
● Is the correct metric (such as classification 

accuracy) being optimized?
● Is a machine learning model necessary, or 

could a rules-based approach work?
● Could the results be improved by using 

additional kinds of data or other methods?
● If your model is a fine-tuned version of another 

model, do you know how that model was 
created?

https://doi.org/10.1145/3287560.3287596


Interpreting, Drawing Conclusions, and Predictions

Using the results of the prior analysis to infer new knowledge.

It is very important to examine the incorrect predictions, and 
involve domain experts in determining why the model failed in 
those instances.

Questions to ask:
● Are there benchmarks to compare the results?
● What do the false positive and false negative rates mean in context of this research?
● What actions do the results recommend? To whom?
● What are limitations in generalizing the results to other situations?



Communication and Deployment

The last step is to communicate the results with the research 
team and the wider public via conference presentation, journal 
articles or social media. Ongoing communication and 
dissemination are critical to ensure processes and results are 
transparent and reproducible. This step includes sharing data, 
source code, and instructions.

Questions to ask:
● What could have been done better?
● Are all data sources credited?
● What kinds of actions are possible now that the results have been disseminated?



Group Activity

Case study: "Tracking historical changes in trustworthiness using machine 
learning analyses of facial cues in paintings": 
https://doi.org/10.1038/s41467-020-18566-7 

A group of researchers assembled a dataset of all portrait paintings from the UK 
National Portrait Gallery, and fine-tuned a facial recognition model to quantify the 
"trustworthiness" of people. They then used those trustworthiness scores to make 
associations with other variables (like year: 
https://www.nature.com/articles/s41467-020-18566-7/figures/1 or GDP) to make 
conclusions about how trustworthiness of individuals changes over time.

As a group, go through the steps of the data science life cycle, and see if you can 
identify where unethical or biased decisions were made. How could they have 
been avoided?

https://doi.org/10.1038/s41467-020-18566-7
https://www.nature.com/articles/s41467-020-18566-7/figures/1


Options for Deployment: Batch

The most common method of deploying a model in a research setting is to run a 
batch of predictions -- load an entire dataset of files into a model, and collect the 
predictions.

This is the technically easiest mode to set up, but typically only 1 person (or a 
small team) are able to run predictions.



Options for Deployment: API

It is possible to connect a model to a Web endpoint, so that users can feed it data 
one example at a time -- on-demand.

Typically the results are returned in a machine-readable format (like JSON or 
XML), that can then be turned into a customized web portal -- or fed into additional 
steps of a pipeline.



Options for Deployment: API

JSON response from an API The same response converted to visualize 
the results



Activity: Try out an image classification API

Go to https://www.si.edu/spotlight/open-access, and select an image to classify. 
Download it to your computer.

Now go to https://cloud.google.com/vision#try-the-api to test out the image on the 
Google Vision API. (Make sure to tell the site you are not a robot)

Do the results make sense?

What bias or ethics questions do the results prompt?

https://www.si.edu/spotlight/open-access
https://cloud.google.com/vision#try-the-api

